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ABSTRACT
Mobile ad-hoc network (MANET) is a group of wireless mobile nodes and dedicated routers used by base
station. MANET application in mobility management, broad casting, and bandwidth management are important
issue in routing and information gathering. In MANET, Different types of attack has been developed today
which degrade the performance of network and makes it less efficient like SYN flooding, Black hole
attack,Worm hole attack, Grey hole attack etc.In this paper, we are representing flooding attack proposed by
various author inmobile ad-hoc network.
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l. INTRODUCTION

Mobile ad-hoc network is combination of mobile devices which communicate with each other without any
predefine infrastructure or any centralized administration. MANET supports dynamic structure of network.
MANET applications are mainly used in disaster relief, vehicle network, military, and robot networks and so on.
MANET is used in various fields for the effective communication process in which user send their information
from one node to another node [1]. Sometimes, User sends the secret information on the wireless network, it is
important to send this information very safely. In such network sensor nodes use wireless communication and it
is easy to eavesdrop. Attacker can easily inject malicious message into the network.

Figure 1.1 MANET architecture

. PROPERTIES
Following are the properties that are supported by the MANET.
e Limited Power: In MANET, all the nodes rely on the exhaustible sources of energy like battery powers.
e  Mobility: Nodes in the network move freely due to flexibility and it accommodate all types of links.
e No Centralized router: In MANET, Every node is independent and selects their route according to the
receiver node location and this feature also supports the dynamic topology [2].

1. ATTACKS
In MANET, Attacks are mainly affecting the functionality of network layer which is responsible for routing in
MANET. There are mainly three types of attack which are occurred in mobile ad-hoc network.
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Figure 3.1 Attacks in MANET

A. Active Attack
In active attack, attacker modifies the content of data that is to be exchanged in the network. In this process,
attacker can inject new packets, drop the packets and modify the existing data packets. This type of attack is
very harmful for the network as well as sender. It is further divided into two parts; attack done by the node
which is already present in network is called internal attack and a node which attacks from outside is called
external attack.

B. Passive Attack
In passive attack, attacker captures the data without altering or modifying it. This attack does not affect the
normal working ofnetwork. The main difficulty is detection. This attack is done mainly to gather the
information about communication between sender and receiver.

C. Hybrid Attack
It is basically, a combination of two attack that are dictionary attack and Brute-Force attack. Dictionary attack
includes the wordlist of passwords and Brute force attack would be applied to each possible password in that
list.

V. FLOODING ATTACK

It is a type of active attack in which RREQ and data packets sent to the nodes in a large number which leads to
congestion on the network as well as network failure due to unwanted traffic. This type of attack is not easy to
detect. In this section different types of flooding attacks are defined [3].

A. Hello Flooding:
Hello packets are used in this type of attack. Attacker sends hello packet and try to connect with neighbor nodes
like a normal node. In this attack, Hello packets are transmitted by attacker with high transmission range which
assure other nodes that it is the base station and begins sending packet towards attacker node by trusting that it
will have best path to the destination. This will prompt increment delay in the network as well as assure other
nodes that base station (attacker node) is it’s neighboring node. In order that various nodes will react to the

Hello packet and waste their energy.
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Figure 4.1 Hello Flooding Attack
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B. RREQ Flooding:

In RREQ flooding attack, Attacker generates many RREQ packets for that destination which does not present in
the network. This attack affects the network and consumes more network bandwidth along with battery power of
nodes.

Continues
RREQ Flooding

Figure 4.2 RREQ Flooding attack

C. Data Flooding:
In data flooding attack the malicious node first construct the path to all the nodes and sends large amount of
useless data to the node which exhaust the bandwidth. This attack is difficult to detect because attacker use
spoof identification as well as choose wrong destination id which does not exist in the network thus it is not easy

to identify the data packets.
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Figure 4.3 Data Flooding attack

D. ICMP (Internet Control Message Protocol) Flooding:
In ICMP attack, Attacker sends ICMP echo messages to the nodes and all the nodes are replying to ICMP
request by sending ICMP reply packet. It leads to wastage of resources and battery power of the nodes on the
network.
ICMP Request

Y

Malicious Node N Number of ICMP Destination Node
Echo Requests

ICMP Reply
Figure 4.4 ICMP Flooding attack

E. UDP Flooding:
In this attack UDP data packets are sends to the nodes to consume the bandwidth of the nodes. Protection from

this attack is done by using the firewall on the network layers.

F. SYN Flooding:
In SYN Flooding attack, attacker sends a large number of synchronization packet to the destination nodes and
these nodes consumes a lot of memory. After getting the identity of the spoofed client, attacker behaves like
original client node and start sending SYN message to the server and server send SYN ACK in reply to
malicious node. By doing this again and again, server makes a half open connection with malicious node. Server
sends continuous SYN ACK to the malicious client and updated the repeated information in its buffer. After the
buffer is full, server is not able to reply to other clients and it deny the entire session [4].
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Figure 4.5 ICMP Flooding attack

V. RELATED WORK
Singh, Kuldeep et al. [2] Intrusion detection in mobile ad-hoc network depends upon the parameters of nodes.
By using the threshold values of the parameters ant colony optimization algorithm is used for intrusion
detection. After the detection of intrusion, recovery is done by using genetic algorithm.

Nemade, Sandip et al.[4]In SYN Flooding attack, attacker sends a large number of synchronization packet to
destination nodes and these nodes consumes a lot of memory. After getting the Identity of the spoofed client,
attacker behaves like original client node and start sending SYN message to server and server send SYN ACK
in reply to the malicious node. In this paper, author proposed an adaptive threshold algorithm that raised alarm
when it detects the SYN packets abnormally.

Song, et al.[5]In this paper, a filtering method against the RREQ flooding attacks in MANET is proposed. In
these types of attack infected nodes behaving like normal nodes and leads to congestion of network. These
nodes send RREQ packets with high data rate towards the destination than other nodes. In proposed method,
nodes are filtered by their behavior and prevent from this type of attack.

K. Geetha et.al [6] Introduce, An intrusion detection system (IDS). The NASH balance is calculated, and the
possibilities of the attacker to attack and the safeguard to protect are additionally calculated. This gives full
affirmation that the node chose for the exchange of information is not malignant and furthermore this node can
furnish exchange with least delay and jitter.

Patel, Meenakshi et al. [7]In this paper, the author proposed a method of attack detection by using behavioral
approach. Author identifies flooding attack by detecting behavior of nodes. Attacker sends fake RREQ nd block
the whole network by using resources. AODV protocol is used to detect the malicious node and support vector
machine is used to identify input classes feasibility. In this method, performance evaluation metrics are Packet
Delivery Ratio, Modification Rate and Packet Misroute Rate.

Choudhury, Prasenjit, et al. [8]In this paper, author proposed an approach of SYN attack detection in MANET
by using behavior detection method. In this they observe behavior of the node time to time and limits the request
sending rate if any node sending multiple requests at the same time.

Neethu Raj, et al. [9] In this paper, the authorproposed a method of detecting SYN-Flooding and uses transport
layer parameters like increased in packet and enhancement in FIN Rate. AR method is used for preprocessing
and prediction of the traffic on the network. Attack is detected by using threshold value and matches at least two
values for final decision. This attack is performed on NS2 simulator and found that false alarm rate is very less.

VI. RESEARCH METHODOLOGY

Since flooding attack is one of the biggest and dangerous attack in mobile ad-hoc network, it flood the victim
node with number of packets due to this network performance degrade. The main goal is to migrate the flooding
attack from mobile ad-hoc network. Furthermore, its security is detracting challenge due to its nature, much of
the time topology changes. That is the reason MANET is survival from physical to application layer unsecured.
In any case, security is measure issue for the communication so we contemplate number of detection-prevention
techniques and ensure mobile ad-hoc network through various attacks.In this research, our basic goal is to
isolate the flooding attack from MANET. Following is the steps that we follow to implement our proposed
methodology technique:
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Figure 4.6: Proposed flow chart

VII. RESULT AND DISCUSSION

This research is cut down the flooding issue on MANET and upgrade the results of routing protocol in terms of
throughput, packet delivery Radio and overhead. The flooding attack is the dynamic kind of attack which is
activated by the selfish nodes. In the flooding attack the selfish nodes flood the victim node with boundless
number of packets because of it the victim node gets intensely stacked and the server or node couldn't answer
for other node's request. Thus the whole session have denied.Following is the result screenshots that we
predicate:
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Figure 4.9: Overhead Corhparison

VIII. CONCLUSION
The Mobile Ad-hoc network (MANET) is a dynamic profitable network and furnishes communication with
irregular movement of mobile nodes. The security is the significant issue in this sort of decentralized network.
The absence of centralized control is admired to network from various attacks. In this research, we study the
flooding attack, security and typical routing in the network and discover its effects.

MANETSs are mainstream network utilized broadly because of their dynamic nature. These kinds of network are
suffered from flooding attack as there is no consolidate security management. Here in this paper, we center on,
to analyses and diminish flooding attack in MANET
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